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1 



A method of authenticating a data set of a casino-type viewable game, said 
method comprising the steps of: 



(a) 
(b) 
(c) 
(d) 
(e) 

(f) 

string; and 



providing a data set for a casino game; 

computing a first abbreviated bit string unique to the data set; 
encrypting the abbreviated bit string to provide a signature; 
storing the data set and the signature; 

computing a second abbreviated bit string from the stored data set; 
decrypting the stored signature to recover the first abbreviated bit 



(g) comparing the first and 
whether the first and second abbreviat 



second abbreviated bit strings to determine 
2d bit strings match. 



2. 



The method of claim 1 wherein 



said step (b) of computing is performed with 
a hash function to produce a hash vklue of the date set, and wherein said first 
abbreviated bit string comprises the hi sh value of the data set. 



1 3. 
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The method of claim 2 whereir 



of the data set. 



1 4. 



The method of claim 1 wherein 



a private encryption key. 



the hash value comprises the message digest 



said step (c) of encrypting is performed using 



5. The method of claim 1 whereii 
a public decryption key. 



said step (f) of decrypting is performed using 



6. The method of claim 1 wherein feaid step (c) of encrypting is performed using 
a private encryption key, and said step \f) of decrypting is performed using a public 
decryption key. 
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7. The method of claim 1 wherein said step (e) of computing is per&rmed with 
a hash function to produce a hash value of the stored data set, and therein said 
second abbreviated bit string comprises the hash value of the stored data set. 



1 8. The method of claim 7 wherein the hash value comprises the /nessage digest 

2 of the stored data set. 



1 9. The method of claim 1 wherein said step (d) of storing inc/udes the step of 

2 storing the data set and the signature in a mass storage device. 



1 10. The method of claim 9 wherein the mass storage devic^ comprises a disk 

2 drive unit. 



1 11. The method of claim 9 wherein the mass storage device comprises a CD- 

2 ROM unit. 



1 12. The method of claim 9 wherein the mass storage a neftwork storage system. 



1 13. The method of claim 1 wherein said steps (a)-(d) a first/ site, and wherein steps 

2 (e)-(g) are performed at a second site. 



1 14. The method of claim 13 wherein the first site comprises a manufacturing 

2 facility, and wherein said second site is a gaming facility. 
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15. A method of preparing a casino game data set capable of authentication, said 
method comprising the steps of: 

(a) providing a data set for a casino game; 

(b) computing a first abbreviated bit string jbnique to the casino game data 

set; 

(c) encrypting the abbreviated bit string tb mdvid&^T signature; and 

(d) storing the casino game data set and/the signature. 
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1 16. The method of claim 1 5 wherein said step (b) of computing is performed with 

2 a hash function to produce a hash value of the stored casino game data se/ and 

3 wherein said first abbreviated bit string comprises the hash value of the stored^ casino 

4 game data set. / 

1 17. The method of claim 1 6 wherein the hash value comprises the nfessage digest 

2 of the casino game data set. / 

1 18. The method of claim 15 wherein said step (c) of encr^ting is performed 

2 using a private encryption key. / 

1 19. The method of claim 15 wherein said step (d) of /tep of storing the casino 

2 game data set and the signature in a mass storage device. 

1 20. The method of claim 19 wherein the mass sftorage device comprises a disk 

2 drive unit. / 

1 21. The method of claim 1 9 wherein the mass storage device comprises a CD- 

2 ROM unit. / 

1 22. The method of claim 1 9 wherein tl/e mass storage device comprises a network 

2 storage system. / 

1 23. A method of authenticating ycasino game data set of a casino type viewable 

2 game having a signature encrypted /rom a first abbreviated bit string computed from 

3 the casino game data set, said mefthod comprising the steps of: 

4 (a) computing a second abbreviated bit string from the casino game data 

5 set; / 

6 (b) decrypting theysignature to recover the first abbreviated bit string; and 

7 (c) comparing th©Nfirst an^econd abbreviated bit strings to determine 

8 whether the first and seccmcLabbfeviated bit strings match. 
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24. The method of claim 23 wherein said step (a) of computing is performed with 
a hash function to produce a hash value of the casino game data set, and wtterein 
said second abbreviated bit string comprises the hash value of the casino game data 
set. / 

25. The method of claim 24 wherein the hash value comprises the message digest 
of the casino game data set. / 

26. The method of claim 23 wherein said step (b) of decrypthWis performed 
using a public decryption key. / 

27. An electronic gaming system for providing authentication pf a data set of a 
casino type game, said system comprising: / 

first means for storing a casino game data set and a signature of said casino 
game data set, said signature comprising an encrypted version of a unique first 
abbreviated bit string computed from the casino game data set; 

second means for storing an authentication program capable of computing a 
second abbreviated bit string from the casino game data set stored in said first storing 
means and capable of decrypting an encrypted signature stAred in said first storing 
means to recover the first abbreviated bit string; / 

processing means for enabling the authentication program to compute an 
abbreviated bit string from the casino game data set storea in said first storing means 
and for enabling the authentication program to decrypt the encrypted signature stored 
in said first storing means to provide a decrypted abbreviated bit string; and 

means for comparing the computed second abbreviated bit string with the 
decrypted abbreviated bit string to determine whethe/ a match is present. 



28. The system of claim 27 wherein said first ^omng > maeajis-<mnprises a mass 
storage device. / 
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29. The system of claim 28 wherein said mas 
drive unit. 



storage device comprises a disk 
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1 30. The system of claim 28 wherein said mass storage device comprises a CD 

2 ROM unit. 
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31. The method of claim 28 wherein said mass storage device comprises a 
network storage unit. 



1 

2 



1 



32. The system of claim 27 wherein said second storing means comprises a read 
only memory device. 



33. The system 
unalterable memory device. 



of claim 32 wherein said read only memory device comprises 

i * f 



an 
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34. The system of claim 32 wherein said reacy only memory device includes a 
first portion for storing that portion of said authentication program capable of 
computing the abbreviated bit string from the cisino game data set, and a second 
portion for storing that part of the authenticationpFogram capable of decrypting the 
encrypted signature. 



1 35. The system of claim 34 wherein said pecond ROM portion is used to store a 

2 decryption key. 
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36. For use in authenticating \ casino game data set and signature encrypted from 
an original message digest computed from the casino game data set; an unalterable 
read only memory device having stored therein a message ^gest computing program 

pam uspd^toV^pute the original message 
digest of the casino game data set, ancKa decryption/ program and decryption key 
corresponding to the encryption prograrmand encnflption k^y used to prepare the 
encrypted signature of the original message\digest. 
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37. The device of claim 36 wherein the message digest computing program 
comprises a hash function. 
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38. The device of claini 36 wherein the stored decryption key comprises a public 
key. 




39. The device of claim 3fc further ihdltiding an initial loader program stored in 
said unalterable read only memory devic^'for ensuring use of the message digest 
computing program, the decryption program and the decryption key. 
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40. A method bf preparing casino game software information capable of 
authentication, said method comprising the steps of: 

(a) providing software information relating to a casino game; 

(b) computing a first abbreviated bit string unique to the casino game 
software information; 

(c) encrypting the abbreviated bit string to provide a signature; and 

(d) stf >ring the casino game software information and the signature. 

41. The method of claim 40 wherein said step (b) of computing is performed with 
a hash function to produce a hash value of the stored casino game software 
information, and wherein said first abbreviated bit string comprises the hash value 
of the stored casino game software information. 
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42. The mdthod of claim 41 wherein the hash value comprises the message digest 
of the casino game software information. 
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43. The mfethod of claim 40 wherein said step (c) of encrypting is performed 
using a privatjb encryption key. 



1 

2 



44. The niethod of claim 40 wherein said step (d) of storing includes the step of 
storing the cakino game software information and the signature in a memory device. 
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45. A mfithod 



signature en 



game softws re information, said method comprising the steps of: 



;nticating casino game software information having a 
:d from a first abbreviated bit string computed from the casino 
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4 (a) computing a second abbreviated bit string from the casino iame 

5 software information; / 

6 (b) decrypting the signature to recover the first abbreviated bit sttlng; and 

7 (c) comparing the first and second abbreviated bit strings toAletermine 

8 whether the first and second abbreviated bit strings match. / 

1 46. The method of claim 45 wherein said step (a) of computing is performed with 

2 a hash function to produce a hash value of the casino game software information, 

3 and wherein said second abbreviated bit string comprises the hash /alue of the casino 

4 game software information. / 

1 47. The method of claim 46 wherein the hash value comprises the message digest 

2 of the casino game software information. / 

1 48. The method of claim 45 wherein said step (by of decrypting is performed 

2 using a public decryption key. / 

1 49. An electronic gaming system for providing authentication of software 

2 information relating to a casino type game, saicy system comprising: 

3 first means for storing casino game software information and a signature of 

4 said casino game software information, saia signature comprising an encrypted 

5 version of a unique first abbreviated bit string computed from the casino game 

6 software information; / 

7 second means for storing an authentication program capable of computing a 

8 second abbreviated bit string from the cafeino game software information stored in 

9 said first storing means and capable of decrypting an encrypted signature stored in 

10 said first storing means to recover theftirst abbreviated bit string; 

11 processing means for enabling/meWuthenti^ation program to compute an 

1 2 abbreviated bit string from the casinrf Iggme software information stored in said first 

1 3 storing means and for enabling the Authentication program to decrypt the encrypted 

14 signature stored in said first storirig means to provide a decrypted abbreviated bit 

15 string; and / 
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16 means for comparing the computed secAnd abbreviated bit string with the 

1 7 decrypted abbreviated bit string to determine whether a match is present. 

1 50. The system of claim 49 wherein said first storing means comprises a memory 

2 device. / 

1 51. The system of claim 50 wherein said memory device comprises a read only 

2 memory. / 

1 52. The system of claim 50 whereirf said memory device comprises a RAM. 

1 53. The system of claim 49 wherdln said second storing means comprises a read 

2 only memory device. / 

1 54. The system of claim 53 wherein said read only memory device comprises an 

2 unalterable memory device. / 

1 55. The system of claim 53/ wherein said read only memory device includes a 

2 first portion for storing that ^portion of said authentication program capable of 

3 computing the abbreviated bit string from the casino game software information, and 

4 a second portion for storing that part of the authentication program capable of 

5 decrypting the encrypted signature. 

1 56. The system of claim 53 wherein said second ROM portion is used to store a 

2 decryption key. / 

1 57. The system of /claina 49 wherein said casino game software information 

2 comprises program information. y 

1 58. The system /of omim 49 wherein said casino game software information 

2 comprises a fixed data set. 
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59. For use in authenticating casino game software information and a signature 
encrypted from an Original message digest computed from the casino game software 
information; an unalterable read only memory device having stored therein a message 
digest computing program corresponding to the message digest program used to 
compute the original message digest of the casino game software information, and 
a decryption program and decryption key corresponding to the encryption program 
and encryption key used to prepare the encryptejksignature of the original message 
digest. 



60. 



The device of claim 59 wherein 



comprises a hash function. 




ge digest computing program 
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61 . The device of claim 59 whereft^ the stored decryption key comprises a public 
key. 



62. The device of claim 59 further including an initial loader program stored in 
said unalterable read only memory device \for ensuring use of the message digest 
computing program, the decryption program\ and the decryption key. 




